

Addendum to the RAPIX Lighting Control – Specification

1. Lighting Control System Security
The intent of providing the secure lighting control system is to prevent and limit risk, damage and consequences from potential unauthorised system access for the purpose of: 

(i) unauthorised control of the system; 
(ii) preventing legitimate use of the system; 
(iii) unauthorised monitoring of the system; 
(iv) unauthorised modifications to the system 

Further, the security requirements specified below shall be included in the lighting control system to prevent and limit the risks associated with the following attack vectors:

· Impersonation attacks, 
· Replay attacks, 
· Man in the Middle (MITM) attacks, 
· DoS / DDoS attacks,
· Site-wide field bus attacks

1.1. The lighting control system shall ensure that all IP lighting control message communications between its own devices are encrypted and authenticated. Systems which are incapable of providing this level of security as detailed below shall not be accepted.

1.1.1. This authentication and encryption shall be operational immediately upon energizing the lighting control system components and shall be active without the need for human intervention.
1.1.2. The lighting control system shall provide this security capability via Ethernet connected DALI line controllers.
1.1.2.1. Systems which require additional system or 3rd party hardware to achieve this level of security shall not be accepted.
1.1.3. Each DALI line controller shall share the same security capabilities to eliminate a single point of failure or unauthorised access via a “weak link”.
1.1.4. The system shall not act on IP lighting control messages until the source has been authenticated. 
1.1.5. The system shall employ a means of ignoring repeated messages to protect against replay attacks.
1.1.6. It shall not be possible to disable the message encryption, even to aid system debugging.

1.2. The lighting control system shall use a project key for authentication to prevent unauthorized access and systems changes.

1.2.1. These keys shall be randomly generated to prevent the use of common passwords.
1.2.2. The lighting control system shall provide a secure mechanism to recover stored system data only by having physical access to the DALI Line Controllers. This acts to prohibit unauthorized systems changes. It also acts to guarantee that the operator/owner is not ransomed by a single party for system maintenance in the future.
1.2.3. Systems which require system-files to maintain the system and/or systems which allow unsecured access to retrieve files from system hardware without the use of a key shall not be accepted.

1.3. The lighting control system hardware shall not have TELNET or FTP services running.
1.3.1. Systems which use these services shall not be accepted.
1.3.2. Any other open ports must apply the security requirements described herein.

1.4. The lighting control system shall have passed vulnerability testing, such as Nessus and the contractor shall, upon request, provide a copy of the vulnerability test.
1.4.1. System which are unable to provide proof of this vulnerability testing shall not be accepted.

1.5. The lighting control system’s security methods shall use industry standards and not ‘home-brew’ or non-standardized encryption methods to ensure industry best practice protection and provide clear security upgrade paths.
1.5.1. Symmetric encryption (e.g. AES) must use a key of at least 128 bits.
1.5.2. Asymmetric encryption (e.g. RSA) must use a key of at least 512 bits.
1.5.3. Hashing functions (e.g. MD5, SHA) must be at least 128 bits.
1.5.4. Messages much use a mechanism to detect and reject messages that have been tampered with (e.g. message HMAC).
1.5.5. The system must use a mechanism to detect and reject replayed messages.
1.5.6. Block cyphers (e.g. AES) must use a random Initialisation Vector for each message.

1.6. The lighting control system shall limit unauthorized control and communication from field input devices.
1.6.1. If an attacker is able to connect to the field bus, any such connection shall have control limited to the same as the configured devices which are attached to the field bus segment to prevent the potential for site-wide control, nuisance and damage.
1.6.2. Any third-party system connected to the field bus shall have control limited to the same as the configured devices which are attached to the field bus segment to prevent the potential for site-wide control, nuisance and damage.

1.7. The lighting control system shall protect passwords using industry best-practice
1.7.1. Usernames and passwords must be stored encrypted or as a salted hash
1.7.2. Log-in credentials must be transmitted within the system encrypted or as a salted hash

1.8. The lighting control system shall ensure that all IP lighting control message communications between 3rd party systems and the lighting control system are provided using the same security methods. 
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